The release of ConfigMgr 1806 introduced the concept of high availability of the Site server by adding an
additional primary site as passive node.

This post takes you through a step by step journey in configuring a highly available Site Server.

Here's a high-level architecture overview of the configuration which depicts a remote SQL AlwaysOn
availability group hosting the ConfigMgr database and a remote shared Content Library.

Prerequisites and Recommendations—
Remote SQL

As you plan to prepare your site for HA, the first thing to ensure is your SQL is also HA. This can be a SQL
AlwaysOn or a SQL Cluster.

You can also start with a remote standalone SQL and later add it to an Availability Group. Refer this link for
guidance.

Remote Content Library

Note - Make sure the Distribution Point role is not installed locally on the primary site and needs to be
removed before proceeding.

The Content Library also needs to be moved off the primary to a centralized location which can be a
network/SAN share.

Moving Content Library —

e Create a Shared Folder
e Add the System/Computer Accounts of the both the Site Server (Active and Passive) with full
permissions to this share.


https://blogs.technet.microsoft.com/arnabm/2016/05/14/step-by-step-configuration-manager-site-database-hosted-on-sql-server-alwayson-availability-group/
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Open ConfigMgr Console > Administration > Site Configuration > Sites
Click Manage Content Library from the ribbon menu

) 4.':‘ ‘,rﬁ _'Ié_]- i) Retry Secondary Site i) Show Install Statu E [ ’@ kf
d Recover Secondary Site ( Refresh g :

| Add Site Create Site Create o Manage Configure Site Client
s~ | SystemRoles System Server Secondary Site - Upgrade /< Delete Content brary | Components ~ Installation Settings ~
h Site Settings

w » Site Configuration » Sites

Sites 1 tems
Search

Icon Name Type Server Name State Site Code | Parent Site Code
[ P01 - Corporate Site Primary site CM1.contosolab Site Active PO1

From the dialog, specify a folder inside the share (Not the root of the share) and click Move.

Selecting the root of the share will result in the following error - CContentDefinition::SyncFolder failed;
0x800700a1 SMS_DISTRIBUTION_MANAGER

Manage Content Library x

Cument Location: | |

New Location: | \\sgl1\Share\CortentLibrary |

Move | | Cancel |

The console will show the move in-progress. You can also refer to the DistMgr.log



Corporate Site Updating content library move progress to 36%.

MoveContentLibrary() Progress: Bytes: 919400771 of 2353889255, Files: 2006 of 15126,
General Content Library Updating content library move progress to 39%.
MoveContentLibrary() Progress: Bytes: 967683070 of 2353889255, Files: 8327 of 15126,

Site Code: POl Location: Updating content library move progress to 41%.
Server Name: CM1contosolab - Status ! In pragress MoveContentlibrary() Progress: Bytes: 1040307565 of 2353889255, Files: 8675 of 15126,
Install Directory: CA\Program Fi Config Manager Move Progress (% n 3
Build Number: 8692 Updating content library move progress to 44%.
Srate Site Active MoveContentLibrary() Progress: Bytes: 1137021459 of 2353839255, Files: 8345 of 15126,
Updating content library move progress to 43%.
Corporate Site
General Content Library
Site Code: P01 Location: \\sqi\Share\ContentLibrary
Server Name: CM1.contosolsb Status: Complete
Install Directory: C:\Program Files\Microsoft Configuration Manager Move Progress (%) 100
Build Number: 8692
Coane Can Arein

Remote SMS Provider

If the SMS provider is not already remote, install an additional SMS Provider [do not choose the passive site
server] which is not local to the Primary Site.

Note — ADK is a prerequisite for SMS Provider

e Run the ConfigMgr setup and choose Modify SMS Provider configuration

System Center Configuration Manager Setup Wizard

Site Maintenance
T | —

Site maintenance allows you to modify site configuration, and perform a site reset to reapply default file and registry
permissions on this site server. Select the action that you want to perform,

() Reset site with no configuration changes

() Modify SQL Server configuration
| @ Modify SMS Provider configuration |

) Modify language configuration

() Upgrade the evaluation edition to a licensed edition. Enter the 25 character product key:

l = = T =

e Add the FQDN of the remote server [do not choose the passive site server] where you plan to install
the SMS Provider and click Next


https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-install

o —

Systern Center Configuration Manager Setup Wizard

Manage SMS Providers
——

SME Providers ane used by the Configuration Manager console to comemunicate with the site database.

(= Add a new SMS Provider
Specify the senver where the SMS Prowider will be installed.

SMS Provider (FODN):  Example: serverl.contoso.com
[sal.contasolat
Note: The SMS Provider cannot be installed on & server that is configured for SOL Senver clusterning.

Uninstall the selacted SMS Provider
SMS Provider server:

CM1.contoso.lab

oresous | [ wea> ] |

e Validate a successful install from the console.



Corporate Site Properties >

Deployment Vedfication  Seculy  Signing and Encryption  Service Windows

B P01 - Coporate Ste

Comment: A
Type: Primary ste
Parent sita: Mone
Version: 5.00.86592.1000
Build rumber: 852
Ste server: CM1 cortose lab
installation directory C:\Program Fles'\Microsoft Configuration Manager
SO Server computer: SAL1.contoso lab
SMS Provider location: CM1.CONTOSO.LAR
SQL1.CONTOSD LAB

Remote SUP

If the SUP role is not already remote, do plan to offload it from the Primary Site Server to a remote Server.

e Add additional SUP Server/s
e Remove SUP role from Primary Site and choose one of the remote SUP's as the new active source.

This ste system role is the sync source for all software update points in the ste. Select 3
new sync source for this ste before removing this role.

SUP2 cortoso net
SUP3 contoso net
SUP4 contoso net

Passive Site Server - Prerequisites



Operating System:

The passive site server can run any supported OS and doesn't need to match the existing Primary Site Server
0s.

This enables the scenario where you might want to move to a new OS for your Primary Site without
performing an in-place upgrade or a backup/restore.

OS Features and ADK
e Download and Install ADK
Install the following features —

e Remote Differential Compression
e Remote Server Administration Tools > Windows Server Update Services Tools [WSUS sync will fail
without this]

i Add Roles and Features Wizard

Select features

= Select one or more features to install on the selected server,

nstallation Type Features

L_| Remote Assistance
| Remote Differential Compression
= 4 [V] Remote Server Administration Tools
[] Feature Administration Tools
4 Role Administration Tools
I (] AD DS and AD LDS Tools
b [] Hyper-V Management Tools

b [[] Remote Desktop Services Tools
™IBWindows Server Update Services Toold

"‘an,‘ rrnation
S NS TEEE U

Permissions:
Add the System/Computer account of the Passive Site Server to the following locations —

e Content Library Share — In case you missed from the previous step of moving the content library.
e Administrators Group of Active/Current Primary Site Server.
e Administrators Group of SQL Server (All nodes for SQL Clusters/AlwaysOn).
e  SMS Admins group on all SMS Providers.
e System Management Container in AD.
e SysAdmin on SQL Server (All nodes for SQL AlwaysOn). — Follow the instructions below —
o Launch SQL Server Management Studio
o Expand Security and select the machine account of the current Active Primary Site
(Contoso\CM185)


https://docs.microsoft.com/en-us/sccm/core/plan-design/configs/supported-operating-systems-for-site-system-servers
https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-install

o Right click and choose Script Login as > CreateTo > New Query Editor Window

Object Explorer Security
Connect~ ¥ ¥ G - Loging
2 SQL1 (SQL Server 13.0.5026.0 - CO = F¥MS_PolicyEventProcessin
i Databases - F2MS_PolicyTsqlExecutionl.
Secunty s CONTOSO\Administrator
Logins - v

-
ke FFMS_PolicyEventProc +8 CONTOSO\S HNew Loge..

2. 22MS_PolicyTeqlExecy l:- NT AUTHOR ScriptLoginas  » CREATE To » /5] New Query Editor Window
& CONTOSO\Administra SEENTSERACRY

M CONTOSO\CM1S

o Replace the computer account of the Active Primary Site to the Passive Primary Site and
click Execute.

USE [master]
GO

CREATE LOGIN [CONTOSO\CM2$] FROM WINDOWS WITH DEFAULT_DATABASE-[master], DEFAULT_LANGUAGE=[us_english]
Go

ALTER SERVER ROLE [sysadmin] ADD MEMBER [CONTOSO\CM2$]
GO

ALTER SERVER ROLE [securityadmin] ADD MEMBER [CONTOSO\CM2S]
()

B Messages

Commands completed successfully.

o Expand Databases > ConfigMgr DB CM_PO01 > Security
o Select the machine account of the current Active Primary Site (Contoso\CM15)
o Rightclick and choose Script Login as > CreateTo > New Query Editor Window

Object Explorer

Connect~ ¥ ¥ ¢~
2 SQL1(SQL Server 13.0.5026.0 - CONTQ

Databases
System Databases = Users
Database Snapshots &5 Wﬂ I

5 @ CM_POT &3 dbo New User...
Database Diagrams & guest

Tables &3 INFORMATION
Views

External Resources

Script User as » CREATE To » T] NewQuery Editor Window

Synonyms
Programmability
Service Broker
Storage
Secunty

Users

(2] CONTOSO\NCM1S

o Replace the computer account of the Active Primary Site to the Passive Primary Site and
click Execute.



USE [CM_Pe1]
G0

CREATE USER [CONTOS0\CM23] FOR LOGIN [CONTOSOVWCM2$] WITH DEFAULT_SCHEMA=[dbo]
G0

Commands completed successfully.

Installing Passing Site Server
Adding the Passive Site Server system is straight forward.

e Create a new Site System Server from the Administration node.

4 [ Site Configuration
B8 Sites
B Servers and Site System Roles

E st

| "3 Create Site System Server

e Browse the desired Passive Primary Site Server FQDN and click Next

3 Create Site System Server Wizard

@ General

Select a server to use as a site system
Proxy

System Role Selection
Summary m® Name (axample: sarver ] com Cortoso com)
Progress [Cll2 contoso Jab ‘ Browse .
Completion
Ste code P01 - Comporate Ste >

T T ooty o TUIDY For 23 3te system Tor L30 on the FRemet

[[] Raquire the ste sarver to intiate connections 10 this ste system
Aterthe natalation of the ste system roles. the ste server ntiates all connections 10 the ste system server by using the Ste System
Installation Account

Ste System Instalation Accourt
(®) Use the ste server's competer account to nstall this ste system

O Use ancther account for instaling this ste system

e From the Role Selection page, choose Site server in passive mode and click Next




T Create Site System Server Wizard

Systemn Role Selection

Specify roles for this server

System Role Selection

Site Server In Pazsive Mod Available rolas:

Summary
Progress
Completion
Description:
A site server in passive mode adds fault tolerance to your ste hmamdwm site server and keeping i in smc.
You can manually promote the sie server in passive mode to active mode
<rreion | [Tes ] [ | [ o
= = L | 1

Choose your desired option to provide the Source files.
Specify the Installation directory. [do not choose the root of the Program Files, it must be a directory
inside and doesn't needs to be already present]



'd Create Site System Server Wizard

@ Site Server In Passive Mode

General

Proxy
System Role Selection

use

Site Server In Passive Mo¢

Specify the location of the Configuration Manager installation source files and directory to

Summary The Configuration Manager installation and source fies wil be obtained from the following location to install a ste server in passive
Progress 4

(®) Copy instaliation source files over the network from the ste server in active mode
Completion

(O Use the source fies at the following location on the site server in passive mode

(O Use the source files at the following network location

Browse
Specify the installation folder for the new site server:
Corfiguration Mar l
< Previous Summary Cancel

< >

e  Click Next to complete and finish the wizard.

T Create Sae System Sarver Wuaed
General

Proxy
Systerm Riale Sefecton
Sae Server to Passive Moy Dot

The wzard will create a new site system server with the following seltings

Progeess

Completion

e Validate the progress in the FailOverMgr.log

T Create Sae System Server Waard

? Completion

Geranst
Preay
System Roke Selection

Sate Server in Darsave Mes
Suumenasy
Pregerss

o The Creale Ste System Server Wizard completed successfuly

The Scheduler and Sender creates job to copy the files to the Passive Site Server. You can also check the

ConfigMgrSetup.log on the root of the Passive Site Server.




Refer the Installation Workflow in this link.

status OK

Sites 1 items

Search
lcon MName Type
E P01 - Corporate Site Primary site

Corporate Site

-

lcon Server Name Site Code
&3 WWCM1.contosolab P01
# WCM2.contosolab P01

Server Name

CM1.contoso.lab

Status
QK
QK

State Site Code
Site Active POl

The following Registry Keys are created which reflects the Passive Site Server —

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SMS\Identification

Value name:

Site Servers

Value data:

1:CM1 contoso lab:0.CM2 contosa Jab:

e  HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SMS\Site Failover

Value name:

| Active Site Server Fadn

Value data:

| 1:CM1.contoso lab:0:CM2 contoso lab;

Troubleshooting Installation

Validate the successful completion on the console. Both the Active and Passive Site Servers with

Parent Site Coc

If you experience issues while installation, let's say you missed a prerequisite and the installation failed, refer

the below steps.


https://docs.microsoft.com/en-us/sccm/core/servers/deploy/configure/passive-site-server-flowchart

The Console status shows the Passive Site Server as Installation failed. You will get the right click
option to Retry Installation

e b Site Configuration »  Sites
Sites 1 tems
Search
leon Hame Type Server Name State Site Code | Parent Site Code
E PO1 - Conparate Site Primany site ChM1.contoso.lab Site Active PO
Corporate Site
leon Server Name | Site Code | Mode Status
& WOM1.eonta.  PO1 Btive oK
& WeMZeonta..  PO1 Passive

Installaton faded

The reason for the failure is available under Monitoring > Site Server Status
Click on Show Status to view the reason of failure.



Home
0| %R
Show
States | nstallation
St Server | Install

Semches =

Search

€ 9 ~ 1B \ » Monaonng » Oventew » Site Server Status
Monktoring € Site Server Status 2 ftems

lcon Sie Code  Network OS Path

» o WOM2contosolah St server

i

[F] site Server Installation Status

Deataded status of adding 3 ste sarver in passive moda to the ste PO

Name Status Last Update Time
€3 Prerequiste Check Failed B/31/2018 10:06:53 AM

Preparation Mot sated

Insiallaticn Ned siared

Post Instalabon Mot sated

Promation Not stared
Name h Status Last Update Time Description
I Primary FQDN Completed £/31/2018 10:06:42 AM Checks i the FGDN p
{8 Domain membership Completed B/31/2018 10:06:42 AM Verifies that the compt
1€ Adminisirative share (Sde system) Completed B/31/2018 10:06:42 AM Verifies that the requin
i€ Sae Server FQDMN Length Completed B/31/2018 10:06:42 AM Checking Ste Server
I8 Existing Corfiguration Manages server componerts on st Completed B/31/2018 10:06:42 AM Checks I the target
i 501 Server sysadmin nghts Completed B/31/2018 10:06:53 AM Vierfies that the user
{0 Unsupported ste server operating system version for Set... Completed B/31/2018 10:06:53 AM Stading with version 1
i Free disk space on ste server Completed 8/31/2018 10:06:42 AM Chiscks that the ste
0 Pending system restart Comgleted B/31/2018 10:06:42 AM Checks f 2 system res
3 Microsoft Remate Differential Compression (ROC) ioraryr,., Faled £/31/2018 10:06:42 AM Viertfies that the Micro:
18 Windows Deployment Tools ingtalled Completed 873172018 10:06:42 AM Checks whether the V]

Windows Preinstallation Environment installad Complated £/31/2018 10:06:42 AM Checks whether the V]

Lser State Migration Tool (USMT) installad Completed 8/31/2018 10:06:42 AM Chacis whether the ||

Setup source files and direclory access Completed £/31/2018 10:06:42 AM Vexifies f the machine
£ >

Description:

|Fmﬁdad|ﬂnduith FQDN provided for the site system wses the: prmary DNS hostname for the computer.




e Once you resolve the issue, click Retry Installation.

Console

The ConfigMgr console is not installed as a part of the Passive Site Server installation and needs to be manually

installed.

€ e

i Quick scoess
B Desktop
+ Dewnloads

5| Documents

= Pictures
3 This PC

o Metwork

Go to Installation directory > Tools > ConsoleSetup folder to initiate the installation.

» This PC » Windows (C:) » Program Files » Microsoft Configuration Manager » tools » Consoleetup

Mame
ﬁl AdminConsole

& ConsoleSetup
g ReportViewer

Diate medified Type Size
B/E2078 1:00 AM Windows Installer 66,728 KB
TN420M8 1630 PM  Application 604 KB
27352018 1:45 AN Application 4,646 KB
ﬁ Cenfiguration Manager Console Setup x
Flease Wait
Satup is configuning your system,
Caling instal Lki me:

¢ Back Ned »

Connect to the Passive Primary Site Server

Promote Passive Site Server - Planned

Its now time to test the Passive Site Server by promoting it as Active.

Console > Administration > Site Configuration > Sites > Nodes Tab
Select Passive Site Server > Right click and choose Promote to Active and confirm.

Corporate Site

o Server Name
¥ WM comta,.
§ M2 2omta..

Site Code

Mode Status
Active =4
Passive oK

Configuration Manager

This sction wall promote the primary sfe senver CMZcontosoab to an
I setemode

Do yeu vearit to continuel




e Note the change in Status from OK to Promoting (Passive to Active) and Installing for the Active to
Passive site.
Corporate Site
lcon | Server Name  Site Code Mode Status
2 \\CM1.conto... PO1 Passive Installing
3 \CM2.conto... PO1 Active Promoting
Subsequent failover will only change to Promoting for the Passive Site as it doesn't need to install any
components
Corporate Site
leon Server Mame Site Code  Mode Status
5 4 WCM1l.conto... P01 Active Promoting
j-] ' WCM2.conto... P01 Passive oK
e  Review the FailOverMgr.log on both the nodes.
e The Mode (Active/Passive) switches between the two Site Servers and Status to OK.
Corporate Site
leon Server Name Site Code  Mode Status
& WCM1l.conta.. P01 Passive oK
P WCMZconto...  POT Active oK
o T

he Primary Site Server name changes to the Passive Site Server which we just promoted to Active.

€« = g \ » Administation » Overview » Site Configuration »  Sites
Adménistration € Sites 1 ems
4 Fj} Overview

b & Updates and Servicing lean | Mame Type

Senver Name State Sete Code | Parent Sie Code
| Heerarchy Configuration P_x PO - Corporate Site Primary site CM2.contosolsl Site Active PO
| Clowd Services
4[] Site Configuration
g sites
(& Servers and Site System Roles Corporate Site
RS Ciient Settings
Security General Content Library
5 Distribution Points Site Coder PO Loestion: s 1\ hare) Contentlibrary
- = Server Name: CM2 contosolad Status: Complete
R Instafl Directory: CA\Program Files\Microsoft Configuration Manager Mowe Progress (% 100
| Migraticn Build Numbsr: B4z
| Management bnsights States Site Actios

Here's a Flowchart - Promote site server (planned)

Promote Passive Site Server — Unplanned [30-minute delay]



https://docs.microsoft.com/en-us/sccm/core/servers/deploy/configure/promote-site-server-flowchart

This will be an actual disaster scenario where the Active Primary Site Server is offline, and you need to
promote the Passive Site Server to Active. There is no automatic failover.

The steps are same as above to switch a Passive Site Server to Active via the ConfigMgr Console.

Note —There is a 30-minute wait before the Passive Site Server switches to Active mode. Refer the Unplanned
Workflow snippet below. The time start when you click Promote Active and not since the server is actually
offline which could be longer.

I had to restart the Site Server to fully initialize and act as an Active Site Server.

Promote site server (unplanned)

Pramate site server to sctive

In the Configquration kManager
console, an sdmenidrator selects
the Ste SErverin passve made
(M2), and clicks Premoete to active

1 el
Falloversdgrlog '._“z_|= _______ ’U

J Reconfigure M1 Successful connection
The SM5_Failover Manager If the site server in pas@ve mode
component on the Sie Server in successfully connect 5 to the other
paiireg modé Mtempls 1o Lercer, then contmupe the
réconfigure the Ste server n active Mawchan for the ploaned

L} made (M) PromOtdn P ol &S5
Q Ne
Hag 30 runites elapsed?

Yei

=

Continue the promation

The site server in passie mode (M.2)
continues the process even though it
can't reconfigare the other server,

Limitations and Non-HA Site System Roles

e  Refer the Site Server HA Limitations in this link.

e  Certain Site System roles do not support high availability (example — Service Connection Point), the
option is to Uninstall and Reinstall the role on a new server. Refer this link for guidance on each role.

e When you have two primary sites(active/passive), it may get confusing when you are troubleshooting
and looking at logs. Always check the time stamps to be sure.


https://docs.microsoft.com/en-us/sccm/core/servers/deploy/configure/promote-site-server-unplanned-flowchart
https://docs.microsoft.com/en-us/sccm/core/servers/deploy/configure/promote-site-server-unplanned-flowchart
https://docs.microsoft.com/en-us/sccm/core/servers/deploy/configure/site-server-high-availability
https://docs.microsoft.com/en-us/sccm/core/servers/deploy/configure/high-availability-options

